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Video streaming accounts for more than

80% of all data traffic on smartphones.

(NPD Group)

by 2021, video will }r u( {
make up78 % ofall .)' ! &
global mobile data \ iy
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In 2025, 5G
networks will

carry of
global mobile
data traffic.
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Artificial

Intelligence
will overtak

=® human ‘
. in 30 year

SoftBank CEO Masayoshi'Sai-
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Intelligent
Connectivity
is the
foundation of
Digital
Transformation

‘The internet not only connects ,
us to our friends, families and
communities, but it is also the
foundation of the global
knowledge economy.’

- Mark Zuckerberg (s
Connectivity a Human Right? )
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Big data Content Cultural Global Online child | Online hate Open Social
ethics policy herritage Public good = pornography speech data media
Child policy Cultural Freedom of Multi- Online libel Neutrality Online  User generated
online diversity expression lingualism and defamation education content
Behavioral Cyber Cyber Cyber - Identity .
targeting espionage conflict Security hacking theft privacy spam
Cyber- Cyber Cyber . Identity Data )
cryptography warfare crime terrorism encryption management = protection survelliznce

N . free Labor
Arbitration copyright = Ecommerce trade law patent trademark
Cnnzurr]er prt? E-Money "ul’lrtua_l Onlm_e taxation
protection currencies currencies gambling
Capacity ICT for Met Rights of people

convergence

development development = neutrality | with disabilities

Cloud Digital Internet Right to women's
computing divide affordability access right :
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Digital Everywhere

~Digital is technology, but
digital is also transformation
of how you work, how you
make decision, how you
interact with others.
~~Every company is a digital
company.
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(Parking Aid System)
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{(Pre Crash System)
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(Adaptive Cruise
Control System)
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(Night Vision System)
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(Collision Mitigation System)
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(Blind Spot Detection System)
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Challenges

Beyond technical aspects, the adoption of IoT and emergence of Al has
raised many new legal, policy, and regulatory challenges, broad and
complex in scope.

One of the biggest challenges brought about by Al is the question of
Trust. As these technologies are being deployed across various sectors,
cybersecurity is a primary condition for trustworthy loT and Al.

Al may open new avenues in manipulation and attack methods, as well
as new privacy challenges;

There is a close relationship between Al and data governance. For
machine learning algorithms to be effective, it is essential to have
relevant training data and to control this learning process to avoid any
bias.
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Actionable Suggestions(1/2)

Security should not be an afterthought when designing
systems and products, loT and Al are no exception;

Building on the cooperation in loT security, law enforcement
and the cybersecurity community need to work closely
together to address the criminal abuse and security of Al;

There is a need to discuss digital forensics in regard to Al and
loT and the importance of data and privacy protection,
considering the amount and different categories of data
collected by these algorithms and the possibility to
manipulate them;
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Actionable Suggestions(2/2)

The inclusion of law enforcement enables a response
beyond defence and incident response by being able to
investigate and prosecute the criminals abusing connected
devices;

loT and Al are part of a wider interlinked emerging
technologies ecosystem that also comprises 5G and Cloud
computing; the interplay between all these elements needs
to be considered when addressing cybersecurity.
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Global Opportunity
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Innovative Technologies

Digital Transformation
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Working towards a
more secure and safe fut
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